Postfix for spamprotection

How to use Postfix's built-in features to reduce the
amount of spam and unwanted traffic
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Status Quo

Spam Is coming from

= open relays

= open proxies

= buggy CGI scripts (e.g. formmail.pl)
= Korea

= China
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Status Quo ||

Spam Is sent
= using faked sender addresses

= containing “paraphrased” key words
(Vl1agra, V'!agra, etc.)

= containing “Iimage only” spam

= containing encoded content (e.g. base64
encoded)

= using badly written software
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Approaching the problem

= reject mail from open proxies

= re

= Ie

= re

lect mai

lect mai

ject mai

from open relays
from servers that run buggy CGI scripts

for non-existing users

= |nsist on RFC-conformance

= reject mail with faked sender addresses

= Use a content scanner
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Using Postfix

= use RBLs

= usel ocal recipient _nmaps /
rel ay reciplent _maps

= configure Postfix to be strict in regard to RFC-
conformance

= use RHSBLs
= Use sender address verification

= use SpamAssassin
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Software Prerequistites

Server

= Postfix
preferably a recent snapshot version

= caching DNS server
preferably dnscache
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Default Restrictions

Postfix comes with permissive default restrictions:

sntpd recipient restrictions =
permt _mynet wor ks,
rej ect _unauth _desti nation

This may not be what you want...
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Choosing RBLs

How to choose a RBL?

= examine the listing criteria
Are they acceptable for you?

= make sure you know what is being listed
hosts, nets, domains, countries

= are the implications clear to you?
Can you justify using this particular list?
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Different RBLs

There are different types of RBLS, they list:
= open relays

= open proxies

= dialup ranges

= countries

= Spam sources
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Exceptions

You need exceptions for:

= post nast er @our donal n
= abuse@our donai n

You must accept mail to your postmaster and abuse
accounts!

You want people to be able to tell you that your
restrictions are not working!
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Implementation

Extendsnt pd recipient _restrictions,by
putting the RBLs at the end — they are “expensive’:

snmpd recipient restrictions =
permt _mynet wor ks,
rej ect _unaut h _destinati on,

check reciplent _access

hash: /etc/postfi x/ post haster,
reject rbl _client cbl.abuseat. org,
perm t
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Implementation Il

[ et c/ postfi x/ post nast er contains:

post mast er @OK
abuse@ K

This allows postmaster@anydomain and

abuse@anydomain to be reached even If the clients

are blacklisted by any subsequent
reject _rbl _client
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More exceptions

What do you do If a customer's server Is being
blacklisted?

= make an exception
= educate the customer
then

= cry alittle
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Implementation Il

Inserting the exception:

snt pd recipient restrictions =
permt _nynetwor ks,
rej ect _unaut h _desti nati on,
check _reci pi ent _access
hash:/etc/ postfix/postmaster,
check client access
hash:/etc/ postfix/cbl _exceptions
reject rbl client cbl.abuseat. org,
perm t
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Reject mail to unknown users

Advantages

= saves traffic:
rejection happens at RCPT TGO -stage

= saves even more traffic:
no need to send bounces

= saves yet more traffic:
What happens if the original sender was fake?
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Reject mall to unknown users Il

Disadvantages

= |ist of all valid email addresses needed
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Implementation

= If your box is final destination:
- usel ocal recipient _maps
= If your box Is just a relay

- userelay recipient _maps
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Implementation Il

Fill | ocal recipient _nmaps /

rel ay_reci pi ent _maps with the correct data:

| ocal _recipient _nmaps =
proxy: uni x: passwd. bynanme $al i as_nmaps

rel ay recipient _nmaps =
hash:/etc/postfix/list_of users,
proxy: | dap:/etc/ postfi x/ask _exchange
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Require RFC conformance

sender must be fully qualified
recipient must be fully qualified
sender domain must exist
recipient domain must exist

require the HELOto be valid
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Implementation

The restrictions apply to all clients:

snmtpd recipient _restrictions =
rej ect_non_fqdn_sender,
rej ect_non_fqdn _recipient,
rej ect _unknown_sender domai n,
rej ect _unknown _reci pi ent _donai n,
permt _mnmynetwor ks,
rej ect _unaut h _destinati on,
check recipient _access hash:/etc/ postfix/postmaster,
check client _access hash:/etc/postfix/cbl _exceptions,
reject _rbl _client cbl.abuseat. org,
permt
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What 1s an RHSBL?

= RHSBL stands for:
“right hand side blocking list”

= The RHS this case Is everything to the right
of the @ In the sender address.

= An RHSBL Is a BL that applies to sender
domains, not clients.
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Choosing an RHSBL

Same rationale as with the RBLs

To name but a few:

= dsn.rfc-i1gnorant.org

= postmaster.rfc-1gnorant.org
= abuse.rfc-i1gnorant.org

= whoi s.rfc-1gnorant.org
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Implementation

Rationale

= RBL/RHSBL lookups are “expensive”

= Perform them as late as possible

= Use a caching DNS server
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Implementation Il

Again, an exception:

snmtpd recipient _restrictions =
rej ect_non_fqdn_sender,
rej ect_non_fqdn_recipient,
rej ect _unknown _sender domai n,
rej ect _unknown_reci pi ent _donai n,
permt _mnmynetwor ks,
rej ect _unauth _destination,
check reci pient _access hash:/etc/ postfix/postmaster,
check client _access hash:/etc/postfix/cbl _exceptions,
reject rbl _client cbl.abuseat. org,
check sender access hash:/etc/postfix/dsn_exceptions,
rej ect _rhsbl _sender dsn.rfc-ignorant. org,
permt
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Sender address verification

These are the crown jewels against spam:

= pbefore accepting the mail we can check if it's
possible to send mail to the sender

= this Is really expensive, but results can be cached
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How does It work?

= acceptance of the mail is being delayed

= aprobeis sentas address verify sender,
unless the sender is cached

= the result is cached inaddress _verify nap

= If the probe doesn't succeed, the acceptance of the
maill is rejected temporarily

= meanwhile, the probe is being retried just like
“*normal” malil
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Pitfalls

= some morons send order confirmations as
wwwrun@www.bigfirm.de

- blocking these will make your users more than
just unhappy

= some servers accept mail to non-existing users

- thus rendering any address “valid”
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Implementation

= specify a cache

= specify a sender address

address _verify map = btree:/etc/postfix/verify

address verify sender = postnaster @xanpl e.com

= use the restriction
rej ect _unverified sender
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Implementation Il

Insert as a “last resort”:
snmtpd recipient _restrictions =
rej ect_non_fqdn_sender,
rej ect_non_fqdn_recipient,
rej ect _unknown_sender domai n,
rej ect _unknown recipient _donain,
permt_nmynetworKks,
rej ect _unauth _destination,
check _reci pi ent _access hash:/etc/ postfi x/postnaster,
check client _access hash:/etc/postfix/cbl _exceptions,
reject rbl _client cbl.abuseat. org,
check sender access hash:/etc/postfix/dsn_exceptions,
rej ect _rhsbl _sender dsn.rfc-ignorant.org,
rej ect _unverified sender,
perm t
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Selectively applying restrictions

Applyingrej ect _unveri fied sender for
specific sender domains only:

=sntpd restriction_cl asses
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Implementation

= define the
smpd restriction _cl asses:

snmpd restriction _classes =
check 1 f sender exists

check 1 f sender exists =
rej ect _unverified sender,
perm t
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Implementation Il

= NOW use ‘em:

snmtpd recipient _restrictions =
rej ect_non_fqdn_sender,
rej ect_non_fqdn_recipient,
rej ect _unknown_sender domai n,
rej ect _unknown recipient _donain,
permt_nmynetworKks,
rej ect _unauth _destination,
check _reci pi ent _access hash:/etc/ postfi x/postnaster,
check client _access hash:/etc/postfix/cbl _exceptions,
reject rbl _client cbl.abuseat. org,
check sender access hash:/etc/postfix/dsn_exceptions,
rej ect _rhsbl _sender dsn.rfc-ignorant.org,
check _sender access hash:/etc/postfix/suspicious_senders,
perm t
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Implementation Il

= and what's In suspi cl ous_senders?

= the usual suspects:
hot mai | . comcheck I f _sender exists

web. de check 1 f _sender exists

gnx. de check I f sender exists
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Further Reading

= The future of UCE filtering:
http://dumbo.pobox.com/~mengwong/doc/postfix/#policyd

= Grinch, an open relay checker:
http://www.zonque.org/projects/grinch

= Tweaking Postfix for high-performance:
http://kancer.978.org/bulkmailtweaks.htm
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